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Agenda - Part 1 - Requirements
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Time Duration Topic Presenter Organization

9:30 20 mins VeriDevOps Technical Introduction

Andrey 

Sadovykh SOFTEAM

Part I: Security Requirements Engineering

9:50 20 mins

A Taxonomy of Vulnerabilities, Attacks, 

and Security Solutions in Industrial 

PLCs.

Eduard Paul 

Enoiu

Mälardalen 

University

10:10 20 mins

Natural Language Processing with 

Machine Learning for Security 

Requirements Analysis - Practical 

Approaches.

Andrey 

Sadovykh SOFTEAM

10:30 20 mins

Security Requirements Formalization 

with RQCODE.

Andrey 

Sadovykh SOFTEAM

10:50 10 mins break / /



Agenda - Part 2 - Prevention
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Part II: Prevention at Development Time

11:00 20 mins

Vulnerability Detection and 

Response: Current Status and 

New Approaches

Jose Luis 

Flores IKER

11:20 20 mins

Metamorphic Testing for 

Verification and Fault Localization 

in Industrial Control Systems

Gaadha 

Sudheerbabu

Åbo Akademi 

University

11:40 20 mins

Interactive Application Security 

Testing with Hybrid Fuzzing and 

Statistical Estimators

Ramon 

Barakat FFK

12:00 10 mins break / /



Agenda - Part 3 - Protection
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Part III: Protection at Operations

12:10 20 mins

CTAM: a tool for Continuous 

Threat Analysis and Management Laurens Sion KUL

12:30 20 mins

EARLY - a tool for real-time 

security attack detection

Tanwir 

Ahmad

Åbo Akademi 

University

12:50 20 mins

A Stream-Based Approach to 

Intrusion Detection Sylvain Hallé UM

13:10 20 mins

Towards Anomaly Detection 

using Explainable AI Manh Dung MI

13:30 10 mins Conclusions

Andrey 

Sadovykh SOFTEAM
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State of industry

Number of common IT security 

vulnerabilities and exposures (CVEs) 

worldwide from 2009

Statista

https://www.statista.com/statistics/500755/worldwide-common-vulnerabilities-and-exposures/#:~:text=Common%20IT%20vulnerabilities%20and%20exposures%20worldwide%202009%2D2023&text=Between%20January%20and%20April%202023,especially%20between%202016%20and%202017.


7

State of industry



Applications 

remain the most 

common attack 

vector
80% of public exploits are 

published before CVEs are 

released
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Meant Time to Remediate - 57 days
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EdgeScan 2022

https://www.slideshare.net/eoinkeary/edgescan-2022-vulnerability-statistics-report


Timeline (OWASP guide v4.)
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Voice of industry
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• Since 2002, the total number of software 
vulnerabilities has grown year by year by the 
thousands. The peak year seems to have been 2018 
for now, but the figures keep rising – ENISA report for 
2018.

• Upon a breach or failed audit, nearly half of 
companies (46%) took longer than 10 days to remedy 
the situation and apply patches, because deploying 
updates in the entire organization can be difficult –
Voke Media survey, 2016.

• The average time for organizations to close a 
discovered vulnerability (caused by unpatched 
software and apps) is 57 days – Edgescan Stats 
Report, 2022.

• 37% of organizations admitted that they don’t even 
scan for vulnerabilities – Ponemon Report, 2018.

• 58% of organizations run on ‘legacy systems’ –
platforms which are no longer supported with patches 
but which would still be too expensive to replace in the 
near future – 0patch Survey Report, 2017.

• More than half of all companies (55%) say that 
when it comes to spending more time manually 
navigating the various processes involved than 
actually patching vulnerabilities;

• On average it takes 12 days for teams to 
coordinate for applying a patch across all devices;

• Most companies (61%) feel that they are 
disadvantages for relying on manual processes for 
applying software patches;

• Nearly two-thirds of all companies (65%) say that it 
is currently too difficult for them to decide correctly 
on the priority level of each software patch (aka 
which update is of critical importance and should be 
applied first).

https://www.enisa.europa.eu/publications/info-notes/is-software-more-vulnerable-today
https://www.eweek.com/security/software-patches-could-prevent-most-breaches-study-finds
https://www.edgescan.com/wp-content/uploads/2018/05/edgescan-stats-report-2018.pdf
https://www.servicenow.com/content/dam/servicenow-assets/public/en-us/doc-type/resource-center/analyst-report/ponemon-state-of-vulnerability-response.pdf
https://heimdalsecurity.com/blog/what-is-legacy-software-system-risks/
https://blog.0patch.com/2018/03/security-patching-is-hard-survey.html


Challenges

• Security vulnerability are 
omnipresent
• Internet, Cars, Railway, Industry 

4.0

• Number of security scenarios 
explodes

• Vulnerabilities cause losses for 
end-users
• increase in the production and 

maintenance costs
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• Security mechanisms have to be 
built in and reinforced

• Security is difficult to retrofit in 
design 

• Security has to support CI/CD



Typical vulnerability management 
scenario

Global security 
requirements (eg 
IEC62443), specific 
security requirements, 
vulnerability and attack 
descriptions

CVE, 
CWE 
CAPEC

System

Development Operations
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Overview
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Concept
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Active vulnerability discovery, reporting and recommendations

S
ys

te
m

Global security 
requirements (eg 
IEC62443), 
specific security 
requirements, 
vulnerability and 
attack 
descriptions

CVE, CWE 
CAPEC

NLP + Formalization

Formal 
specification of 

security 
requirements

Continuous integration /delivery 
support

D
ev

Rules based monitoring

Automated tests

Design checking

Automated anomaly detection, root-
cause analysis

O
ps Vulnerability scanner



Methodology
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Tool chain 

examples
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Key results

12+ tools

20+ 
papers

10 use 
cases
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Key innovations (RIA) and more

1.NLP datasets and models for Requirements 

classification and security guidelines mapping.

2.ML-based anomaly detection and root cause 

analysis.

3.Metamorphic testing generation as intelligent 

test generation with automated feedback.

4.Vulnerability detection at early stages with 

scanners.
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Next
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Time Duration Topic Presenter Organization

9:30 20 mins VeriDevOps Technical Introduction

Andrey 

Sadovykh SOFTEAM

Part I: Security Requirements Engineering

9:50 20 mins

A Taxonomy of Vulnerabilities, Attacks, 

and Security Solutions in Industrial 

PLCs.

Eduard Paul 

Enoiu

Mälardalen 

University

10:10 20 mins

Natural Language Processing with 

Machine Learning for Security 

Requirements Analysis - Practical 

Approaches.

Andrey 

Sadovykh SOFTEAM

10:30 20 mins

Security Requirements Formalization 

with RQCODE.

Andrey 

Sadovykh SOFTEAM

10:50 10 mins break / /
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